Concerns about drinking water (DW) quality contamination during water distribution raise a need for real-time monitoring and rapid contamination detection. Early warning systems (EWS) are a potential solution. The EWS consist of multiple conventional sensors that provide the real-time measurements and algorithms that allow the recognizing of contamination events from normal operating conditions.
INTRODUCTION
Drinking water (DW) supply systems are vulnerable to deliberate and accidental water contamination events, and DW contamination is still an issue all over the world. For example in China, on average 1,906 accidents per year were related to DW contamination, according to data obtained over several years (Liu et al. b) . Contamination events with high impact on society were detected in the USA, e.g., the spill containing crude 4-methylcyclohexanemethanol in 2014 that contaminated the Elk River and influenced the water supply to 300,000 consumers (Liu et al. ) . Moreover, at least 400,000 people were affected by the distribution of pathogens (Corso et al. ) during the outbreak reported in Milwaukee (USA) in 1993, which led to hundreds of main principle is common to most methods. Event detection methods are evaluated by the trade-offs between false positive (FP) and false negative (FN) decisions as a function of the detection method, or in other words, by its ability to place the current measurement of water quality parameters into one of two classes: background -clear and safe water, event -contaminated water (Liu et al. , a, ) .
The Malahanobis distance method is an event detection and object classification algorithm, which is based on the assumption that similar objects have close values for a set of dimensions. If the distance from an object is shorter that the distances to other classes, then the object is deemed to belong to that class. The method is promising for DW EWS, since it has low false-alarm probability and high contamination-event detection precision, and allows classification of contamination events (Liu et al. a) . Moreover, this method has been already used for detection and classification of the most common water chemical pollutants reported in China (Liu et al. a) ; however, the Mahalanobis method has not been tested for biological contamination detection. In general, there is a lack of on-line monitoring and EWS data from real-scale contamination events and particu- 
MATERIALS AND METHODS

Pilot-scale drinking water network
The pilot-scale DW distribution network (PSDN) was con- On-line and grab sample measurements were performed with different frequencies and various parameters were analyzed as shown in Table 2 . On-line measurements were analyzed at 1 min intervals, and grab samples were taken with 5-10 min time steps, according to the sampling schedule, demonstrated in Table 1 .
On-line measurements
On-line measurements were performed using EC, temperature (T), TOC, chloride (Cl À ), pH and turbidity sensors.
EC, T and TOC sensors were developed by Adrona Ltd 
Intensive grab sampling and manual measurements
The grab samples were taken in parallel with on-line measurements with time steps of 5 or 10 min based on the phase of the experiment (Table 1) . More frequent sampling (5 min intervals) was performed within a period between 5 min before and 15 min after the predicted time of the contamination event at each point depending on the water residence time at each of the stations and the duration of the contamination event. The total volume of the sample was 100 ml, which was divided into smaller volumes to measure different parameters. fluorescence was collected at 520 ± 10 nm, red fluorescence above 630 nm, and high-angle sideward scatters (SSC) at 488 nm. The trigger/threshold was set in the green fluorescence channel and data were acquired on two-parameter density plots, while no compensation was used. All data were processed with the FCM propriety software, and 
Mahalanobis distances for event detection method and performance evaluation
The Mahalanobis distances contamination detection method is based on cluster analysis. This is a process of grouping objects into previously defined classes with similar parameters. In this study, two classes were defined:
clean water, parameters of which were typical for water without contamination (DW), and contaminated water. A set of the parameters, measured for the sample, is defined as one object in a multidimensional space, where the number of dimensions correspond to the quantity of parameters and the scale is normalized relative to all parameters. The distance from the current object to the previously set class (point in multidimensional space) is calculated. If the distance from an object is shorter than the distances to the other classes, then the object is deemed to belong to that class (Liu et al. a) . Mahalanobis distance can be used to identify and gauge the similarity of an unknown sample set (object) to a known one (class).
where μ c is the mean of all instances in class c, are points in n-space, then the Mahalanobis distance from p to c or from c to p is given by
where D M is the Mahalanobis distance, S is the covariance matrix of q, T is the transposer. The distance to the previously assumed and set amount of classes is calculated.
It is deemed that the object p belongs to the class with the shortest distance D M to it.
For the convenience of data comparison, the absolute values of the parameters were expressed as relative changes of each parameter:
where R x is the raw reading or measurement of parameter x, B x is the average value of the baseline for parameter x, and 
